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22 POOR RICHARD'S ALMANACK.

149.* For age and want save while you
may ; no morning sun lasts a whole

day.
150. For one poor man there are an hun-
dred indigent.

151.* For want of a nail the shoe is lost;
for want of a shoe, the horse is lost;
for want of a horse the rider is lost.

152. Friendship cannot live with cere-
mony, nor without civility.

153. Friendship increases by visiting
friends, but by visiting seldom.

154. Full of courtesy, full of craft.
155. Generous minds are all of kin.

156. Genius without education is like sil-
ver in the mine.

157. Gifts burst rocks.

158. Gifts much expected, are paid, not
given.

159.* Give me yesterday’s bread, this
day’s flesh, and last year’s cyder.

160.* Glass, china, and reputation are
easily crack’d, and never well
mended.

161. God gives all things to industry.

162. God heals, and the doctor takes the
fees. .
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NASA Vision, Mission and Principles

2014 NASA Information Resources

2014 NASA Strategic Plan Management (IRM) Strategic Plan

Goal 1. Expand the frontiers of

knowledge, capability and opportunity NASA IT Vision
in space We enable the mission and move with
, purposeful intent towards improving IT
Goal 2. Advance understanding of Earth services at NASA.
and develop technologies to improve
the quality of life on our home planet
NASA IT Mission

Goal 3. Serve the American public and
accomplish our Mission by effectively
managing our people, technical
capabilities, and infrastructure

NASA'’s Objective 3.3:

Provide secure, effective, and
affordable information technologies
and services that enable NASA’s
mission.

Provide secure, effective and affordable
information technologies and services that
enable NASA’s mission.

NASA IT Principles

Mission-Enabling. Purposeful. Responsive.
Secure. Integrated. Cost-Effective.
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To clarify our purpose for existing at NASA. We
should enable the mission and move with
purposeful intent

To be a value-added service
To be customer focused

To be connected to our many federal initiatives

Protect our national assets

Seek out efficiencies and reduce costs to Adopt
IT that makes NASA better
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@ NASA Chief Information Officer (CIO) Vision

NASA CIO Larry Sweet



@ NASA CIO Priorities

» Enhance NASA's information security posture through implementation of
automated security and privacy tools and technologies

» Firm up NASA's policies and position on bring-your-own-device (BYOD) and the
concept of Work from anywhere (WFA)

> Make better use of the Cloud

» Develop an IT program that adjusts to the challenging budget environment -
moving towards more “services-on-demand”

> Improve IT governance

» Strengthen the NASA CIO Leadership Team
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Executive and Legislative Branches

FEDERAL DRIVERS
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2008: Comprehensive National
Cybersecurity Initiative (NSPD-54/HSPD-23)

* Initiative #11. Develop a multi-
pronged approach for global supply

chain risk management.

— Globalization of the commercial information and
communications technology marketplace provides
] e e —— increased opportunities for those intent on harming the
sk o, the Presers theselce cadered » ' United States by penetrating the supply chain to gain
unauthorized access to data, alter data, or interrupt
pramsliegCylespuuntoy ke communications. Risks stemming from both the
o —p———" domestic and globalized supply chain must be
e e———— managed in a strategic and comprehensive way
over the entire Iifec¥cle of products, systems and
services. Managing this risk will require a greater

The Comprehensive National Cybersecurity Initiative

e e e awareness of the threats, vulnerabilities, and
- byl Amercans. | consequences associated with acquisition decisions;
i v anehbre s the development and employment of tools and
el Drective 23 NP0 54 resources to technically and operationally mitigate risk
A evoivewibectme bey éoments o brosdes updetod neSons S, cybemenusty ssasog Them across the lifecycle of products (from design through
e e SISO e AR sty e by e meni retirement); the development of new acquisition
Tt N conion o0 russberof mumealysebiondingetithos with e lowingenefr osl esigne policies and practices that reflect the complex global
bl secuse the e Sumes i b wrgan marketplace; and partnership with industry to
" cieadng thased shustonsl svesencis ofpeooerk elasatbies toast SO oeors B develop and adopt supply chain and risk management
i e and ety 00t Gy o oo oo evmont inembiiinand preven standards and best practices. This initiative will
o S enhance Federal Government skills, policies, and
* Todehond aguinst e Mhepachm ofthrusts by erhancing U coumtrbachiomcn capet processes to provide departments and agencies with a

robust toolset to better manage and mitigate supply
chain risk at levels commensurate with the criticality
of, and risks to, their systems and networks.

http://www.whitehouse.gov/issues/foreign-policy/cybersecurity/national-initiative
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NATIONAL SPACE POLICY
of the

UNITED STATES of AMERICA

2010: National Space Policy

* Assurance and Resilience of

Mission-Essential Functions

— The United States shall:
» Assure space-enabled mission-essential

functions by developing the techniques,
measures, relationships, and capabilities
necessary to maintain continuity of services;

— Such efforts may include enhancing the
protection and resilience of selected
spacecraft and supporting infrastructure;

Develop and exercise capabilities and plans for
operating in and through a degraded,
disrupted, or denied space environment for the
purposes of maintaining mission-essential
functions; and

Address mission assurance requirements
and space system resilience in the
acquisition of future space capabilities and
supporting infrastructure.

http://www.whitehouse.gov/sites/default/files/national_space_policy_6-28-10.pdf
2014-10-22 Information Technology Supply Chain Challenges 11



2011: International Strategy for Cyberspace

* Improve the security of the high-
tech supply chain, in consultation
with industry.

— The operation of critical networks and information
infrastructures depends on the assured availability

INTE R\‘\f AT IO\ \ L ‘S)T Ii \[ EGY of trustworthy hardware and software.
FOR CYBERSPACE Vulnerabilities in the supply chain can enable

attacks on the integrity, availability, or

confidentiality of networks and the data they

contain. Exploitation of these vulnerabilities impairs
SR STy S— economic performance and national security. The

S v ety United States will work with industry and

international partners to develop best practices
for protecting the integrity of information
systems and critical infrastructure. In this way,
we will greatly enhance the security of the
globalized supply chains on which free and open
trade depend.

http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
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2012: National Strategy for
Global Supply Chain Security

 Goal 2: Foster a Resilient Supply
Chain:

— Integrated supply chains are fast and cost-efficient but
also susceptible to shocks that can rapidly escalate
from localized events into broader disruptions. We will
seek to develop a global supply chain system that is
prepared for and can withstand evolving threats and

NATIONAL STRATEGY hazards and can recover rapidly from disruptions
FOR GLOBAIL SUPPLY Increased resilience and flexible, dynamic capabilities
: A RIT N will improve the Nation’s ability to absorb shocks, save
CHAIN SECURITY lives, and reduce the overall impact of a disruption. To
accomplish our goal, the United States Government
will seek to:

 Mitigate systemic vulnerability to a supply chain
disruption prior to a potential event by using risk
management principles to identify and protect
key assets, infrastructure, and support systems;
and promoting the implementation of sustainable
operational processes and appropriate
redundancy for those assets

» Promote trade resumption policies and practices
that will provide for a coordinated restoration of the
movement of goods following a potential disruption
b?/ developing and implementing national and
global guidelines, standards, policies, and
programs.

http://www.whitehouse.gov/sites/default/files/national_strategy_for_global_supply_chain_security.pdf
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@ 2013/2014: Legislative Branch Drivers
FY2013

Section 516 Enacted 2013-03-26 Section 515 Enacted 2014-01-07
 All information systems * FIPS199 High & Moderate systems
» Assess risk of cyber-espionage or sabotage Assess risk of cyber-espionage or sabotage
« Use NIST supply chain criteria
 Consult with the FBI  Consult with FBI
 and appropriate agencies
Any entity posing cyber threat to the USG

» Peoples Republic of China (PRC) language

» “produced, manufactured, or  “produced, manufactured, or assembled
assembled” by one or more entities...”
» “owned, directed, or subsidized” by the * ‘“including but not limited to, owned,
PRC directed, or subsidized by the PRC”
» National interest declaration » National interest declaration
 With report to the Congress  With report to the Congress

« With mitigation strategy

NASA Procurement Information Circulars (PICs) applied to contracts:

PIC 13-04: (2013-06-006)
PIC 14-03: (2014-04-16)
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Supply Chain Risk Management Practices for
Federal Information Systems and Organizations

NIST SP800-161 (2" draft)  http://csrc.nist.gov/publications/drafts/800-161/sp800_161_2nd_draft.pdf

ICT Supply Chain Risk

External: e.g., weaknesses to the supply chain,
weaknesses within entities in the supply chain,
dependencies (power, comms, etc.)

Adversarial: e.g., insertion of counterfeits, tampering,
theft, and insertion of malicious software.

Non-adversarial: e.g., natural disaster, poor quality Internal: e.g., information systems and components,
products/services and poor practices (engineering, organizational policy/processes (governance,
manufacturing, acquisition, management, etc). procedures, etc.)

‘
Likelihood (probability of a threat exploiting a vulnerability(s))

Adversarial: capability and intent Non-adversarial: occurrence based on statistics/history

T —

Impact - degree of harm

From: data loss. modification or exfiltration

To: mission/business . : —
function From: unanticipated failures or loss of system availability

From: reduced availability of components



MOVING TO AN INTEGRATED
APPROACH
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Component Unavailable
Counterfeit component
Sub-standard component

Changes in Threats

Undirected or Environmental Threats Directed or Adversarial Threats

Market consolidation (supply denial)
Replaced, subverted, components
Deliberate production flaws

Infected media, information transfer, processor Entry point to the enterprise, breach of

Latent defect (vulnerability)
Operating environment impacts
Failure-intolerant systems

confidentiality
Engineered vulnerabilities
Engineered impacts from environmental factors

Targeted multi-capability (e.g., cyber-physical)
attack on a weakpoint

Outsourced/external service providers Entry point to the enterprise, insider threats

Modern risk management involves the realization that adaptive

human adversaries represent an unconstrained threat source.

2014-10-22
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Information Security Challenge Areas

* Engineering disciplines’ overlap with IT and the security

mindset

— Information System Security Engineers: include (early and often) in the system lifecycle —
as part of a robust system engineering team

— Software engineering: extend software assurance efforts with software security assurance

— System architecture: appropriately de-compose the system and “bake security in”,
generally moving to a loosely coupled design model designed for resiliency — need the
ability to rapidly upgrade system components

— System operations: significantly reduce “time-to-change” for an identified vulnerability from
days/weeks to hours, routinely re-assess existing security preparedness

* Risk tolerance and resiliency improvements
— Migrate from “no change is less risk” to “failure to change is more risk”
— Migrate from “no single point of failure” to “sustainable operations in spite of adversity”
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Today’s NASA SCRM

* Building on excellent capabilities across the risk
management, system engineering, and mission assurance
disciplines, we have:

— Excellent knowledge of spacecraft and instrument component pipelines
— Improving awareness of ground-side dependencies outside of core mission operations
— Considerations regarding supply chain while modernizing our IT infrastructure

— Linked supply chain context into the acquisition process

— Started building our supply chain analysis capabilities, including partnerships with other
Agencies

— Started integrating supply chain risks into the existing risk management practice

* The single most impactful practice for NASA is to inform the

risk management and system engineering processes
— Supply chain risks to inform Likelihood and Consequence for risk decisions

2014-10-22 Information Technology Supply Chain Challenges
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Government

2014-10-22

Define system impact levels (criticality)
Establish system boundaries and reuse sub-
systems where appropriate

Improve integration of performance, security,
and supply chain compliance requirements
Integrate SCRM into design and development
practices

Conduct oversight, audits, and continual
improvement assessments; require
certifications?

Engage with industry partners, and share
information about supply chain risks and
experiences where permitted

What We Can Do Next

Increase modular architectures, clarify sub-
system boundaries and dependencies

Map existing internal and business controls to
assurance requirements

Integrate SCRM into design and development
practices

Aid oversight, audits, and inform continual
improvement assessments; acquire
certifications?

Engage with Federal partners, and share
information about supply chain experiences
with appropriate data sensitivity

We're committed to effective Government and Industry

collaboration to mutually assure our supply chains.

Information Technology Supply Chain Challenges
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BACKUP INFORMATION
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NASA PIC 13-04 (2013-06-06)

« BACKGROUND: Section 516 of the Consolidated and Further
Continuing Appropriations Act, 2013, Public Law 113-6, enacted
March 26, 2013, provides:

— SEC. 516. (a) None of the funds appropriated or otherwise made available under this Act may
be used by the Departments of Commerce and Justice, the National Aeronautics and Space
Administration, or the National Science Foundation to acquire an information technology system
unless the head of the entity involved, in consultation with the Federal Bureau of Investigation
or other appropriate Federal entity, has made an assessment of any associated risk of cyber-
espionage or sabotage associated with the acquisition of such system, including any risk
associated with such system being produced, manufactured or assembled by one or more
entities that are owned, directed or subsidized by the People’s Republic of China.

— (b) None of the funds appropriated or otherwise made available under this Act may be used to
acquire an information technology system described in an assessment required by subsection
(a) and produced, manufactured or assembled by one or more entities that are owned, directed
or subsidized by the People’s Republic of China unless the head of the assessing entity
described in subsection (a) determines, and reports that determination to the Committees on
Appropriations of the House of Representatives and the Senate, that the acquisition of such
system is in the national interest of the United States.

* http://lwww.hg.nasa.gov/office/procurement/regs/pic13-04.html
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inss NASA PIC 14-03 (2014-04-16) [1]

« BACKGROUND: Section 515 of the Consolidated and Further
Continuing Appropriations Act, 2014, Public Law 113-7, enacted
January 7, 2014, provides:

— (a) None of the fund appropriated or otherwise made available under this Act may be used by
the Departments of Commerce and Justice, the National Aeronautics and Space Administration,
or the National Science Foundation to acquire a high-impact or moderate-impact information
system, as defined for security categorization in the National Institute of Standards and
Technology’s (NIST) Federal Information Processing Standard Publication 199, “Standards for
Security Categorization of Federal Information and Information Systems” unless the agency has

* (1) Reviewed the supply chain risk for the information systems against criteria developed by
NIST to inform acquisitions decisions for high-impact and moderate-impact information
systems within the Federal Government;

* (2) Reviewed the supply chain risk from the presumptive awardee against available and
relevant threat information provided by the Federal Bureau of Investigation and other
appropriate agencies; and

« (3) In consultation with the Federal Bureau of Investigation or other appropriate Federal
entity, conducted an assessment of any risk of cyber-espionage or sabotage associated with
the acquisition of such system, including any risk associated with such system being
produced, manufactured, or assembled by one or more entities identified by the United
States Government as posing a cyber threat, including but not limited to, those that may be
owned, directed, or subsidized by the People’s Republic of China.
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NASA PIC 14-03 (2014-04-16) [2]

 Section 515, continued:

— (b) None of the funds appropriated or otherwise made available under this Act may be
used to acquire a high-impact or moderate impact information system reviewed and
assessed under subsection (a) unless the head of the assessing entity described in
subsection (a) has -

* (1) Developed, in consultation with NIST and supply chain risk management experts, a
mitigation strategy for any identified risks;

* (2) Determined that the acquisition of such system is in the national interest of the
United States; and

* (3) Reported that determination to the Committees on Appropriations of the House of
Representatives and the Senate.

* http://lwww.hd.nasa.gov/office/procurement/reqs/PIC
%2014-03.pdf
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Related NIST Documents

* Federal Information Processing Standards Publications (FIPS)

http://csrc.nist.qov/publications/PubsFIPS.html
— FIPS 140: Security Requirements for Cryptographic Modules

— FIPS 199: Standards for Security Categorization of Federal Information and Information
Systems

— FIPS 200: Minimum Security Requirements for Federal Information and Information Systems

« Special Publications (SP)

http://csrc.nist.gov/publications/PubsSPs.html
— SP 800-30: Guide for Conducting Risk Assessments

— SP 800-37: Guide for Applying the Risk Management Framework to Federal Information
Systems: A Security Life Cycle Approach

— SP 800-53: Security and Privacy Controls for Federal Information Systems and Organizations

— SP 800-60: Guide for Mapping Types of Information and Information Systems to Security
Categories

— SP 800-64: Security Considerations in the System Development Life Cycle

— SP 800-161: DRAFT Supply Chain Risk Management Practices for Federal Information
Systems and Organizations (Second Draft)
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Related ISO Standards Series

*|SO 9000: Quality management systems

* SO 25000: Systems and software engineering — Systems and

software Quality Requirements and Evaluation (SQuaRE)
— Builds from ISOs 9126-1 and 14598-2

*|SO 27000: Information technology — Security techniques —
Information security management systems

*|SO 28000: Specification for security management systems for
the supply chain

*|1SO 31000: Risk management — Principles and guidelines
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